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ABSTRACT

SigPID System:
- Performs three levels of 
data pruning 
- Uses Support Vector 
Machine & Decision Tree
Deep Learning Model:
- Popular subset of 
machine learning
- Performs best with a 
larger dataset

BACKGROUND

Due to their popularity, Android smartphone are  
vulnerable to mobile malware. Mobile malware gains 
access to a device by tricking users into installing 
malicious applications. Researchers have taken 
different machine learning based approaches to 
detect malware. In this project, we build an existing 
system, however, instead of using a traditional 
machine learning algorithm, we implement a deep 
learning based model to get results with a larger 
dataset. 

OBJECTIVES

Overall Objective:
Research malware detection in smartphones 
specifically in Android devices
Specific Objective:
Perform data analysis using deep learning based 
approach to determine malicious applications.

DISCUSSION & CONCLUSION

- The following results were based off of permission 
features. Due to a delay in the data training 
process, other features such as API calls and URL 
features were not used to their full extent. If the 
dataset of features was larger, the deep learning 
based results could have been improved.
- Implementing the SigPID with a deep learning 
based classifier, the results indicate that this 
approach is effective in detecting malware with a 
larger data set. Without data pruning the classifier 
detected 95.3216% of malware applications with 
4.6784% of false detection. With data pruning the 
classifier detected 93.6047% of malware 
applications and 6.3953% of false detection.

ARCHITECTURAL OVERVIEW

RESULTS
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