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User Authentication 
•  Alphanumeric Passcodes 

•  Easily Forgotten 

•  Visual Passcodes 
•  Smudge Attacks or Shoulder Surfing 
 

•  Biometric Features  
•  Physical- fingerprints 
•  Behavioral- pressure, location, duration of 

touch 
•  Difficult to replicate, used for identification 
 

•  Related Research: 
•  77% accuracy in a long-term study using a 

visual password pattern 
•  100% accuracy in authenticating 

smartphone owner after 6 swipes in another 
study 

•  Users identified through gameplay using 
biometric features extracted from mouse 
clicks on desktop computers 

 
•  Biometric features extracted through gameplay 

on touch screens of mobile devices for user 
authentication has not been tested 

Future Work 
•  Create a new game if data analysis 

indicates that the biometric features are 
reliable in identification 

•  Edit the android kernel and insert the 
new game into it, replacing the original 
unlocking mechanism.   
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Figure B. Portion of file written by the background application 
containing biometric features extracted a user while plays 
Flappy Bird on Motorola Moto G.   

Figure A. 
Application 
displays biometric 
features extracted 
from touch 
operations 
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Discussion  
•  34% of users don’t use any locking 

mechanism on their phones 
 
•  Biometric user authentication framed 

in a game eliminates:  
•  Memorizing a passcode  
•  Shoulder surfing or 

smudge attacks 

•  Game framing adds entertainment, 
an incentive to lock phones 
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Methods 
•  The researchers propose designing a short game 

users play to unlock a smartphone, replacing 
passcodes.  

  
•  Passively authorize users from biometric 

features extracted from: 
•  Swipe or Tap 

•  Extracting features: 
•  Initial time/ duration 
•  Pressure 
•  Size 
•  location (x,y) 
•  Major axis 

 
 
 
•  Testing on  rooted Samsung Galaxy S III and 

Motorola Moto G. 

Table 1. Games 
available on the 
Google Play store 
are tested to 
investigate if they 
serve as reliable 
methods for 
extracted reliable 
and unique 
biometric features 

1. Application written in Android Studio 
is used to display biometric features from 
touch operations within App ( Fig. A)	



2. Background application written for rooted 
phones writes a file of recorded biometric features 
from touch data as the user operates the mobile 
device (Fig. B)	



3. Six games from the Google Play store 
are selected to be tested (Table 1, Fig. C)	



4. Researchers are testing the games, 
playing each game for 15 minutes as the 
background application records 
biometric features and writes the file	



5. The data collected will be analyzed in Weka.  If the 
results indicate that the features are a reliable form of 
identification, a new game will be created (Fig. D)  	



6. The new game will be 
inserted into the Android 
kernel, replacing the 
conventional unlocking 
mechanisms.  As the user plays 
the game, biometric features 
from their touch operations 
will be recorded and analyzed.  
The user will only gain access 
to to the mobile device if the 
features indicate that they are 
the intended user (Fig. E)  	



Figure C. Candy Crush, Angry Birds, 
and Temple Run are tested from the 
Google Play store.  The new game may 
consist of simple movements similar 
to these games 

Figure D. Example of data to be analyzed in Weka 

Figure E. A short and simple 
game will be used to unlock the 
phone.  For example, the game 
could involve matching, such as 
SET  


