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Typically, the legitimate driver of a vehicle can only gain New York Institute of Technology, Manhattan, NY:  OpenDS Driving Simulator with Microsoft
authorization to access their vehicle through tokens such as Kinect and Logitech Steering Wheel G27

ignition keys. However, this system can only authorize at the Edward Guilliano Global Center (EGGC) Building
beginning of a driving session and cannot always prevent vehicle On the 6t floor

misuse. We propose to use posture data to continuously
authenticate the driver of a vehicle by determining which features

The very high accuracy of our classification with the Kinect
features is due to how consistent features were within drivers
rather than how different they were between drivers

« While the classification performs very well utilizing the Kinect
data, this method of driver authentication is more intrusive than
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posture including shoulder and wrist position. These features are and analysis. tested in the previous study (standard deviation of steering
classified using a Support Vector Machine (SVM) learning = wheel, average pressure on accelerator/brake pedal)

algorithm. Our study with 50 users can continuously determine a

* Our classification was able to identify the amount of sleep
driver to be authorized or not with over 99.9% certainty. METHODOLOGY participants were getting, demonstrating that there may be
common posture attributes between those with less sleep and
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those with more sleep
Data : » Posture was very consistent in drivers during driving sessions,
/Ignition keys are traditionally
how authorized drivers are
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granted access to their

vehicle, however this cannot
detect many instances of
vehicle misuse

CONCLUSIONS

Through our research and experimentation we were able to

RESULTS

N The top 16 features based on fisher scores (Table 1) were used in the SVM model for classification. This number of features was chosen efficiently determine whether a driver was authorized or not with an
based on Figure |, where after 16 features are added, there is negligible change in the Equal Error Rate (EER). Figures II, 11, and IV error rate of 0.391%. This result shows that posture while driving is
represent the results of classification looking at determining whether a driver was authorized or not authorized. We were able to obtain an unique between drivers and can be used to quickly and accurately

/ Examples of Undetected Vehicle MBUSG\ average EER of 0.391%, with Figure IV showing that we could even obtain 0% error for some drivers. Figure Ill shows that the area under authenticate drivers through a driving session. Analyzing other

Someone steals ignition key, hot-wires car, or the Recelver Operator Characteristic (ROC) curve were all above 0.995. Figure V is the results of classification looking at absolute amount features has also shown that while lane pc_)smfon and Ie?cillmg_
carjacks during a driving session to gain illegitimate of sleep. We were able to classify the absolute amount of sleep someone had the night before participating in the driving simulation with an distance are not very powerful discriminative features, following
2CCeSS average EER of 4.84%, demonstrating that amount of sleep causes distinguishable changes in one’s posture. distance shows potential as a unique identifier of driving behavior.
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* Currently no way to authorize a driver include more driving sessions to see if posture changes

continuously during a driving session Table I. Results of fisher score FIGURE |. Comparison of FIGURE Il. Average Detection between sessions
« Current system of authorization can only analysis of features. Higher fisher average EER versus Error Tradeoff (DET) curve for + Look to collect data from participants in a real car and classify

authenticate a driver either offline or as a session scores indicates higher classification number of features. One-Class SVM Classification + Perform a study to see if it is possible to mimic another drivers

starts contribution.

of all study participants

posture and bypass authorization system
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