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Summary

Cars usually employ token-based authentication. In
some instances, however (ex. for car theft detection
[5], insurance companies [4], car sharing services),
knowing exactly who is driving is important. One way
to achieve this is by analyzing the driver’s behavior to
ensure that it matches the usual behavior of the
expected driver. A previous study collected driver data
and developed a multiclass machine learning model
that could accurately differentiate between drivers.
We continued to analyze this data and developed a
more accurate one-class model.

Behavioral Biometrics

* Behavioral biometrics authenticate the user
continuously throughout a session (as opposed to
one-time fingerprint or vocal recognition)

« Compares user behavior to an established profile

Data Collection

* Collected by previous study [1]

« Twelve features, including car
position, car rotation, steering
wheel rotation, brake and
accelerator position

* OpenDS Driving Simulator

* Twelve participants

« Data collected every 10 ms, !
then processed into 10 second :
Intervals

Research Tools

Weka i TR

* GUIl-based machine learning tool

« Used by the previous study [1]

 Difficult to produce graphs, missing some required
functionality

MATLAB

« Used the Machine Learning and Statistics toolbox

* Includes a variety of modeling algorithms

* Qutputs values necessary to produce a variety of
graphs
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Multiclass Support Vector Machine (SVM) Model

Multi-Class SVM ROC Curves Average area under the ROC curves: 0.840

Average Equal Error Rate: 23.4%

Multi-Class SVM EERs
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Average area under the ROC curves: 0.990
Average Equal Error Rate: 4.68%

Multi-Class Decision Tree EERs
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* Average area under the ROC curves: 0.915
 Average Equal Error Rate: 15.3%
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One-Class SVM EERs
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Figure 5. ROC curve for one class SVM model. Figure 6. EER bar graph per driver for one class SVM model.

Methodology & Discussion

Multiclass SVM
« Same results as the previous study achieved [1]
* Produced better graphs of these same results

Multiclass Decision Tree
* Far better results than expected
* This is likely due to a peculiarity in the dataset

One-Class SVM (ocSVM)

* Most closely mimics the work that would be done
by an in-car authentication system

* This system wouldn’t have access to all driving
patterns, only those of that particular car’s drivers

Other
 Worked on, but did not complete, a Gaussian

Mixture Model classifier

Future Work

» Additional experimental comparisons of modeling
algorithms and parameters

« Continue to work on a Gaussian Mixture Model

« Continue to improve the ocSVM model
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