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Abstract

Research Objective

With the growing popularity of Android systems, there has Use static analysis, machine learning, and information | | « There was no major overall

also been an increase in mobile malware specifically targeted contained within an application’s manifest file to detect Initial testing of the oo e 3 Algoritm Overall Accuracy difference between classifier

at the Android operating system. Current research methods to malware | Android permission data oo performance when trained with the

detect mobile malware on android devices use a combination 3¢ ‘ <ot revealed the Fine g Android permission data versus the Ve @

of static analysis, dynamic analysis, and machine learning. \ KNN algorithm a‘mﬁ combined permission data. Thus the N
The goal of this research is to detect malware statically with performed the best with o I smaller Android permission set, e
the aid of a classification learner. After making modifications u’ the training data oo - | which is readily available to the MALWARE FD&M
to the original project plan to achieve this goal, only the | T e e public, is sufficient alone to detect "
permissions used and defined in an application’s manifest file ' e malware

were used to detect malware. Various features were sought While also determining:

g g ; permissions between malicious and benign applications . data set was found to alone cannot be used to detect all types of malware. It did
found to hiwe an overall accuracy of 94.5% and an overall 2. The least distinguishable Android provided system nos S N . have better accuracy find, however, that malicious applications are more likely
error of 5.5%. permissions between malicious and benign apps o than the combined to use the following dangerous permissions:

3. If malicious applications are more likely than benign o permission data set and READ_CONTACTS, READ_PHONE_STATE, READ_SMS,
apps to define their own custom permissions o ~_ further analysis was RECEIVE_SMS, SEND_SMS
o N “Sem SRER performed using only the

True Positive Rate (TPR)
Android Permission

False Negative Rate [FNR)
B Combined Permissions

Android data .

Introduction

The Android Operating System

There are more Android permissions likely to be used by
both malicious and benign apps than those used more
frequently by only on type

The materials used to conduct this research were:
Figure 1: Worldwide Smartphone Sales by * APKtool 2.1 .2, to decompile APK files

Operating System Q1 2016 « Python 3.2.3, to read xml manifest files
« Matlab 8.6, to train machine learning algorithms
« 668 malicious and benign APK files

Figure 5: Most Distinguishable Android Permissions

Ten permissions were
used more by either
malicious or benign
apps by 12% - 64%.
Five of them had a

CHANGE_WIFI_STATE |e-—————

« The percentage of benign and malicious applications that
did not define any custom permissions, or defined one or
two custom permissions, was relatively indistinguishable.
An interesting find, however, was that no malicious app

INSTALL PACKAGES '—
*READ_PHOMNE_STATE

*READ_SMS

0.7% Android is the most

Android System Permission

0.2% opular mobile i *RECEVE_SMS . )
. L : (1,336 apps in total) dangerous protection N — created more than two custom permissions, while some
84.1% 0.2% device operating ’ level and were used o o . -
system today » Standard Android system permissions up to API more by malicious o o e e o benign apps created up to eight
\/ level 24, to distinguish Android and non-Android apps T— percentage of Data et

Android mi0OS permissions

Source: Gartner, May 2016

Windows mBlackberry M Others * More than 90% of malicious applications did not define

any custom permissions. The number of malicious apps
that did was still fewer than the benign. It could be that
malicious apps are more concerned with gaining access

Figure 6: Least Distinguishable Android Permissions
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Figure 2: Android Mobile Malware Variants
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to other features as opposed to safeguarding their own.
The creation of custom permissions does not seem to aid

Andrpod System Permission

CLEAR_APP_CACHE malware in performing their devious operations

8 7,612 |N5TALL_§?5;TA§:$
”}z B J KILL_EACKGHDL.IND_P:;E;SI;;
5 4,350 READ_LOGS

C « Parse AndroidManifest.xml file of each A WArE Lock References

o — R . R . WRITE_SETTINGS

application looking for standard Android + = Dangerous % 0% 2% 0% 0% 0% 0% 0% % 0% 100%
B e system permissions using Python ElementTree " Malicous. 1 Benign Petcentage of Date S [1] Gartner, Inc, "Gartner Says Worldwide Smartphone Sales
module J For twenty permissions, the percentage difference Grew 3.9 Percent in First Quarter of 2016, 2016.

Android Security

of the number of benigh and malicious apps that
used them was between 0% - 5%. Of those twenty,
three were dangerous

[2] Symantec Corporation, "Internet Security Threat Report
2016", 2016.

[3]"System Permissions | Android Developers®,
Developer.android.com, 2016. [Online]. Available:

By default, no application has
permission to perform operations
that could harm other

e Store search results of Android permissions
while simultaneously recording all non-
Android permissions encountered during

ST))P

applicatiOnS, the OPerating Sl | Rl search J Figure 7: Benign Apps Permission Definition  Figure 8: Malicious Apps Permission Definition https://developer.android.com/guide/topics/security/permis
REQ .
system, or the user l % ' l sions.html. [Accessed: 27- Jul- 2016].
Applications access and share » 4 L : . )
device resources and data by = ‘ V(0 » Add non-Android permissions found to search 88.6% o e Acknowledgements
statically declaring the - list for a combined permissions list, and 1.0%
“ h— repeat xml tile search P The project is funded by National Science Foundation Grant

permissions they require in their
manifest file

number CN5-1559652 and New York Institute of Technology.
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Android permissions are divided

. . » Train machine learning classifiers in Matlab
into several protection levels

using Android permission search results and

i

Malicious applications created their own custom permissions

B& )

. : .. less frequently than benign applications. Benign applications : SE 8GO TUBEE 0 SuE

which tell the system the combined permission search results i y Sh app L sh app Monica Kumaran i8: TheuB. Tie iB:

potential risk of the permission y were also found to create more permissions per app than Chereese Sheen 8! n==3es0-= iag

and the procedure to grant it malicious applications Schwann Chan T Gafamocad
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